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Standing Operating Procedure

KEY & LOCK CONTOL

1. REFERENCES:
a.  AR 190-11, Physical Security of Arms, Ammunition and Explosives (15 November 2006). 
b.  AR 190-13, The Army Physical Security Program (30 September 1993).
c.  AR 190-51, Security of Unclassified Army Property (30 September 1993). 
d.  AR 380-5, Department of the Army Information Security Program (29 September 2000). 
e.  EUSA Supplement 1 to AR 190-51.

f.  FM 19-30, Physical Security.

2. PURPOSE:  To establish an integrated key and lock control system for all functional areas (CBRN, AT, AMD, EOD, and Operations) within the Operational Protection Directorate (OPD). 
3. APPLICABILITY:  This SOP applies to all personnel assigned or attached to the OPD. 
4. DEFINITIONS:
a. Installation Facility: Any office, section or activity under the operational control of the Directorate.

b. Key Custodian: A responsible individual appointed on orders to act as the representative of the OPD Directorate on all matters involving keys and locks.  He/she is responsible for supervision of the key control system and will ensure that the key control SOP is maintained.

c. Alternate key custodian: An individual appointed on orders to assist the Key Custodian in all matters involving the control of keys and locks.

d. Key/Lock Types:

(1) Operational Keys:  Those keys that are normally issued and used for routine access for the conduct of daily business.

(2) Duplicate Keys:  Any addition key kept in a secure place which opens a lock within the key custodian’s control.

(3) Reserve Keys and Locks:  Those locks/keys that are not in use but are maintained for replacements.

(4) Exempted Keys:  Exempted Keys and locks are those used to secure personal property in lockers or cabinets.

(5) Special Keys:  Those that are so designated by the Key Custodian due to their particular sensitivity.

5. RESPONSIBILITIES:  Unless otherwise specified, the term “key” refers to operational keys.

a. All personnel who are issued keys are responsible for their safekeeping until they are returned.  No key will be left unattended/unsecured at any time.

b. All personnel who are issued locks are responsible for their safekeeping, accountability, and maintenance.

c. Key Control Custodians hand receipt keys to all sections.  Supervisors are required to report to the key custodian, on a memorandum, all key and lock serial numbers used within their facility/area of responsibility.

d. All functional area supervisors are required to hand receipt all duplicate keys to the key custodian for safekeeping.

e. Functional area supervisors will submit, to the key custodian, a memorandum listing the name, rank, and DEROS of all personnel that have authority to pick up keys to their section.  The number of personnel so authorized will be kept to a minimum that is consistent with operational requirements.  The list will be posted where it cannot be viewed by the public.  

f. Each section will hand receipt, to the key custodian, the keys to their section doors and to their key boxes.  All other keys will be maintained y the section supervisor IAW the Key/lock SOP and AR 190-51.  

g. The key custodian will inspect each section quarterly to ensure compliance with the SOP.
6. GENERAL:
a. Except as indicated, all locks and keys of all types are subject to the key/lock control SOP. 
(1) Keys and locks used to secure arms and ammunitions will be maintained separately and controlled IAW AR 190-11 and EUSA Supplement 1 to AR 190-11.
(2) If locks and keys are used to secure classified material they will be controlled IAW DOD 52001-R and AR 380-5 as supplemented.

b. The use of a master key system is prohibited.  This is a system in which one key will unlock more than on lock.

c. The loss of key or lock will be reported to the key custodian immediately.

d. No keys of one type, subject to the key control SOP, will be issued for permanent retention.

e. All special keys and duplicate keys which are maintained in the safe will only be issued when the operational key has been lost.  This is only for the purpose of removing the lock and then a new lock and key will be issued to replace that lock.  The reserve locks and keys will not be issued without the approval of the key custodian.

f. All operational keys not in use will be secured in the metal fire resistant box located in the OPD office in Building 2254, Room 200.  The key box will be under the supervision of the key custodian during duty hours and locked during non-duty hours.

g. When new keys are received through supply channels, the supply sergeant will coordinate with the key custodian to ensure that the locks are distributed to the section with the highest priority.

h. All unidentified locks/keys will be turned in to the key custodian.

i. All keys and locks subject to the control SOP will be accounted for by serial number at all times.

j. No lock will be cut off, forced open, or replaced without approval of the key custodian.

k. When a lock is unlocked it will immediately be locked on the hasp if it can be done without hindering the use of the door.  If not, it will be locked on some permanent object in the immediate vicinity of the door.

l. The key custodian is authorized by the OPD Director to forcibly remove any lock used to secure government supplies, equipment, or facilities that has not been applied IAW the key control SOP.

m. Whenever combination locks and safes are used, the key custodian will be furnished with an SF 700, listing the combination.  Combinations will be sealed in the SF 700 envelope and stored in security container #1 or at HQ, USAG-Camp Red Cloud.  Whenever a safe/lock combination is changed, the key custodian will be furnished the new combination on an SF 700. The old combination will be removed from the safe and destroyed.

n. DA Form 5513-R (key control register) will be used when dealing with locks and keys.

(1) Procedures: 

(a) Always start on the “front” of the form.

(b) In the unit block, enter “OPD (Functional Area), Yongsan Garrison”.

(c) In the “key number” block enter the key ring number and the total number of keys on that ring.

(d) The person being issued the keys will print his/her name in the top block and sign in the bottom block of the receiver column.                

(e) The person issued the keys will then print the time/date he/she received the keys in the time and the date column.

When the key(s) are returned, the key custodian or alternate will enter the name, date returned in the time/date returned column.

(f) The person receiving the returned keys will print his/her name in the TOP column.  They will then sign on the bottom column of the receiver block.

(g) The DA Form 5513-R used to sign out key rings will be maintained on file for 90 days from the date of the last time/date entered.

(2) Disposal of locks/keys: Any lock found to be unserviceable will be disposed of IAW AR 190-51.  All keys will be disposed of by cutting in half with bolt cutters.

7. SECURITY OF UNIT PROPERTY:
a. Low security padlocks (NSN 5340-00-150-3805- or 5340-00-150-3807) or equivalent will be used to safeguard unclassified non-sensitive Army supplies and equipment.  

b. Unclassified sensitive property will be secured with medium security padlocks (NSN 5340-00-799-8016) or equivalent.  
a. Classified property will be stored only in security containers located in the Operations office.

8. The point of contact for this SOP is SGM Cool, Joe, asdfghjkllll@us.army.mil.
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